
Drones present an increasing threat and in response numerous countermeasures have become 
available. However, most counter-drone devices require accurate targeting to be effective which can 
be a challenge to achieve in a rapidly developing situation. This new device developed by Dstl is easier 
to deploy and is ideally suited to the swarm threat.

A number of drone / Unmanned Aerial Vehicles (UAV) 
countermeasures exist and typically operate by deploying 
either physical (barrier or entrapment) or electronic (jamming) 
measures. 

Physical devices such as nets can be challenging to deploy as 
they require accurate spatial and temporal targeting to ensure 
successful operation. Electronic measures on the other hand, rely 
on understanding the jamming signal required and the drone’s 
response and how that response is subsequently managed.

In some situations existing countermeasures may not be entirely 
successful. For example, there may be limitations on the use 
of radio frequency jamming, or physical methods could be 
challenging to use effectively when faced with a drone swarm.

Drone Entanglement Screen
This device is particularly effective when deployed in numbers. 
While a single device will disable a drone, placing several in the 
air simultaneously creates a screen. This screen creates a wide 
area of protection and results in a greater probability of success 
against the drone(s).

Benefits
 » Increased Defeat Probability -  the spacial and temporal 

accuracy of deployment is less critical than alternative 
methods. 

 » Swarm Protection - by deploying multiple devices to cover 
a wide area, it is ideally suited to defeat multiple drones 
simultaneously.

 » Drone Agnostic - the device is non-electronic and therefore 
does not require knowledge of the targeted drones’ 
specifications (e.g. operating waveband).

 » Easy to Deploy - can be launched from the ground (fired into 
the air) or air (dropped).

 » Low Cost - the consumable element of the device has a very 
low materials cost.

Drone Entanglement 
Screen
A drone countermeasure that creates an 
effective screen into which drones become 
entangled.

Technology available to license
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Ploughshare is the hub that makes government innovations prosper.

Established in 2005 as the technology transfer partner for the Defence Science and 
Technology Laboratory (Dstl), our purpose is to ensure UK government innovations 

deliver real prosperity to the economy, our society, people’s lives, and the 
environment. 

For more than 15 years we have worked with an array of scientists, innovators, 
investors, entrepreneurs, SMEs and public sector organisations to bring 

about the commercialisation of many great innovations developed at 
world-class organisations such as Dstl, Ministry of Defence, and the 

Atomic Weapons Establishment.

Description
The device works by entangling itself in the drone’s propellers 
causing them to stop rotating and is scalable to be effective 
against any sized propeller.

It is comprised of a number of filaments, made from a material 
such as rip-stop nylon, that are attached together at their ends. 
Once captured by the propeller, the filaments are pulled further 
into the propeller resulting in a high level of entanglement.

A key benefit over a net solution is that the device can cover 
a relatively wide area and the accuracy and timing required is 
therefore less critical. This is particularly true if several devices are 
deployed simultaneously to create a screen. Applications

 » Military theatres and high-profile summits

 » Event security for public and corporate events

 » Critical national infrastructure, borders, checkpoints, prisons, 
and airfields

Deployment methods are numerous and include man-portable 
systems, airbourne platforms, and fixed installations.

Intellectual Property
 » GB 1905128.3

More information
For more information about licensing this technology, or to speak 
to us about our other safety and security related IP, please contact 
us.
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