Accelerating the
impact of government
innovations
Impact Report 2021

Delivering societal
impact has always
been a driving force for
our organisation and
now, as we prepare to
push Ploughshare into
the next phase of our
evolution, we are placing
this firmly front and
centre.
Hetti Barkworth-Nanton
CEO, Ploughshare
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Stepping into a future
that’s all about impact

Ploughshare is, quite simply, the most exciting and remarkable
business I have ever worked in during a long career leading
transformational change.
Set up in 2005 as the technology transfer
partner for the Defence Science and
Technology Laboratory (Dstl), Ploughshare’s
purpose is to take scientific and technical
innovations developed in government
departments and find ways for them to benefit
the UK economy and society as a whole.
Over more than 15 years we have worked
with an array of scientists, innovators,
investors, entrepreneurs, corporates and
public sector organisations to bring about
the commercialisation of many great
innovations - from life-saving vehicle armour
to a presymptomatic test for sepsis that
has the potential to prevent millions of
deaths a year.

I am proud and excited to bring you this
report which recognises all that we have
achieved together so far. It also introduces
our new ambitious strategy to get more
government science out of the lab and into
the hands of users.
My ambition is to create a Ploughshare that
is bigger, better and bolder. To be ideally
placed to deliver both benefits to our society
and economic impact from the investments
being made by government into UK science
and technology.
Hetti Barkworth-Nanton
CEO, Ploughshare

A renewed focus on delivering impact, as
well as financial returns, will bring about our
growth into an inclusive and truly diverse
business that innovates just not in what we
do, but also in how we do it. In turn, the
businesses we work with, the spin-outs
we create, the wider economy, and society
as a whole will benefit.
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About Ploughshare

15 years of
collaboration

For a decade and a half, Ploughshare’s success has been
fuelled by brilliant technology from some of the UK’s most
exciting innovators. And although we may often be seen as a
technology business, our organisation is, and always has been,
about people.
Whatever the product, sector or end
user, our role has been to bring people
together – connecting innovators with
investors, scientists with businesses,
and businesses with end users. It is
our ability to bring people together
that enables us to deliver impact.
We may not have always said it in
so many words, but this philosophy
has been in the very DNA of
Ploughshare since our inception
in 2005, when we were created as
a result of the increasing
commercialisation activities
conducted by the Defence Science
and Technology Laboratory (Dstl).
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Ploughshare is wholly owned by the
Secretary of State for Defence but
operates completely separately. This
allows us to engage with industry to
negotiate license deals and create
spin-out companies – ultimately
levering government technologies
for the good of society.

Ploughshare has firmly established
itself as an integral part of the Ministry
of Defence’s technology transfer
ecosystem and is increasingly bringing
the same impact-driven, peopleconnecting ethos to our work with
other government departments.

Dstl scientists work tirelessly
to develop new concepts and
technologies to keep
the UK armed forces and
public safe from harm.
Ploughshare has been a vital
partner in capitalising on
many of these inventions to
enhance UK prosperity.
Doug Umbers, Interim Chief Executive of Dstl
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Supporting the economy

Government recognition

We help to deliver the government’s agenda to deliver more impact from
its knowledge assets. The government is investing £14.9 billion in R&D in
2021-22 - its highest level in real terms for four decades.
In recognising the potential benefits of such
investment, Prime Minister Boris Johnson has
said: “With the right direction, pace and
backing, we can breathe life into many more
scientific and technological breakthroughs
that transform the lives of people across the
UK and the world.” Ploughshare is the hub that

will be part of making this happen. The UK
government released two documents this
year that recognise the value of Knowledge
Assets, and also of our contribution to
ensuring that the maximum impact can be
delivered from them.

Mackintosh Report - “An independent
assessment of Ploughshare Innovations
Ltd, who act as the technology transfer
office for the MOD’s Defence Science and
Technology Laboratory (Dstl), calculated
that its activities generated £117 million
in net additional gross value added (GVA)
and £152 million in new additional exports
since it was established in 2005 ”
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Defence and Security Industrial Strategy
report - “The MOD will also explore
options for a greater use of Ploughshare
Innovations Ltd to accelerate the
commercialisation of government
controlled dual-use IP through incubation,
licensing and creation of spin out
companies.”

Economic
Job creation

Support to the Levelling Up agenda
GVA growth

Increase UK exports

Humanity
Saving lives

Regeneration of the planet

Safety and security of society
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Our impact

Technology
for good

Ploughshare is the hub for big ideas to make an
even bigger impact.

We have taken many great innovations out of the lab and into the
hands of users. Our expertise enables us to deal with a wide range
of technologies to find the best outcomes that benefit people and
society as a whole. We do what it takes to make a difference.
Our team has delivered a wide variety of projects that include:
» a predictive test for sepsis that has the potential to save
millions of lives a year

» a technology that recovers fingerprints from ‘impossible’
surfaces that will lead to more gun and knife crime convictions
» a control system that gives uncrewed high-speed boats
fully autonomous navigation that will be used to protect
our borders

» a liquid repellent coating that has been used to waterproof
more than 350 million devices, including Samsung and Huawei
mobile phones

» providing 10,000 test kits to aid workers responding
to the Ebola outbreak in Sierra Leone in 2014

8 Ploughshare Impact Report

In figures

Our economic contribution since 2005

15
+
140
400+
£117m
£180m

Spin-out
companies
Technologies
licensed
UK jobs created
Gross Value Add
Public and private
investment
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Case study

Protecting our borders,
protecting our soldiers
From warships and tanks, to planes and boats – the ability to identify vehicles and
their intent is important in protecting our borders and personnel. Using Electronic
Support Measures (ESM) these platforms can be tracked and identified and thanks
to our spin-out company ESROE, this surveillance capability is now more readily
available to both defence and civilian operators.

The story

While working on a Dstl programme in
the early 1990s, Jon Roe developed a
piece of software that would come to
revolutionise the way that Electronic
Support Measures (ESM) were
deployed. His work has improved the
safety of our armed forces and also
opened up this method of surveillance
for civil use.
Jon had previously spent 25 years
researching ESM for the UK Ministry of
Defence. This new innovation came
about due to a problem noticed by the
Royal Navy as some of their ESM
systems were producing ambiguous
answers. Jon formed a team to solve
the problem which resulted in a novel
piece of software they called Palantir.

10 Ploughshare Impact Report

Interest in Palantir was expressed by
defence giant Thales which resulted
in an initial license deal negotiated by
Ploughshare. However, both Jon and
Ploughshare recognised that there
was an opportunity to spin-out the
technology into a new company.
In addition to the Palantir software, the
new company ESROE, saw its future in
the development of an innovative
miniature ESM system using another
piece of software licensed out of Dstl,
now known as Glamdring, and so the
Micro ESM product was conceived.
Jon says: “This was the beginnings
of Micro ESM. Whilst the commercial
version of Palantir, called Thorondir,
remains successful in generating
revenue, I see the future of ESROE
being with Micro ESM.”

The biggest market Jon sees for ESROE
is in defence. However, given the small
size of Micro ESM, this has opened up
other markets such as drone-enabled
ESM and civilian maritime surveillance.
Jon says: “We are maintaining a key area
of capability for the MOD and I believe
that ESROE can grow to become a
significantly sized company.”

Ploughshare’s expertise
was invaluable in helping
us access potential
investors.
UK MOD © Crown copyright 2021

Jon Roe, Director, ESROE

Milestones

2008
2015
2016
2018

ESROE established
with Jon leaving Dstl
to support the
start up.
Received funding from
Innovate UK
Micro ESM product
development starts
First shipments of Micro
ESM product

The technology

Electronic Support Measures (ESM) allow
users to detect, track and identify vehicles
by using radar signals and has to date been
limited to large high value platforms, such
as warships or fighter aircraft. Micro ESM,
however, is so small that it can be carried
in the hand or mounted on lightweight
unmanned aerial vehicles, and is sufficiently
low cost to be deployed in high volume.
For the military, this means ESM capability
can now be scaled from individuals and small
teams, through to networking with other
electronic warfare systems.

Benefits

Factfile
Innovation
Source:

Dstl

Funding:

Innovate UK (for market
research)

Applications:

Coastal surveillance,
Border protection,
Fisheries protection,
Monitoring and
protection of marine
reserves, pollution
monitoring and resource
protection

» ESM capability in a small and lightweight unit
» Automatic processing of known signals
using programmed radar database

» Requires no supervision to operate in the
presence of interference and noisy data

» Automatically creates database entries for
tracking of unknown signals
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Case study

Making it harder for
criminals to evade justice
A collaboration between the Home Office, Dstl, Loughborough University, Ploughshare,
and Foster+Freeman has delivered a unique solution to assist with national and international
law enforcement and security. Forensics teams globally will benefit from the ability to recover
fingerprints from “impossible” surfaces, in turn resulting in more criminals facing justice.

The story

The new method, known as the Latent
Fingerprint Technique (LFT), began as a
serendipitous discovery by scientists at
Loughborough University in 2007. While
working on an academic study in
inorganic chemistry, they noticed that
some glassware that had been left
overnight and exposed to the process
they were using had developed a
fingermark.

temperatures, including Improvised
Explosive Device (IED) components and
used ammunition cases as well as metal
items that have been deliberately
cleaned, such as knives. The new
technique can help identify those
responsible for IED attacks, or in
domestic crime scenes, where around
80% of knife crimes in the UK go
unsolved.

Aware that other academics had been
investigating new techniques to develop
fingerprints they realised there might
be interest in this new method but were
unaware at this point just how groundbreaking their discovery was.

The early development of LFT was a
collaboration between Loughborough
University, the Defence Science and
Technology Laboratory (Dstl), and the
Home Office Centre for Applied Science
and Technology (CAST) – now part of
Dstl. Together, over eight years, their
combined efforts turned the LFT
technology into a viable demonstrator.

Their discovery means fingerprints can
now be recovered from surfaces that
were previously extremely challenging
or impossible to work with. This
includes items exposed to high
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To turn the successful laboratory
demonstrator into a commercially

available product, however, required the
expertise of an industry partner. In 2017
Ploughshare signed a deal with
Foster+Freeman to grant them access
to the technology. As a leading forensic
science equipment supplier to more
than 150 countries, they were an ideal
partner to take LFT and turn it into a
successful product.
LFT is a fantastic example of
collaborative working between
academia, government and industry to
develop an innovation that will help the
police and security services to identify
criminals and link them to their crimes.

Whether it’s used on a
foreign battlefield or a
British crime scene, this
pioneering fingerprint
technology will make it
much harder for criminals
to escape justice.
Harriett Baldwin MP, former Minister
for Defence Procurement

Milestones

2007
2017
2018

Discovered by scientists
at Loughborough
University
Licensed to
Foster+Freeman
RECOVER LFT product
enters market

The technology

LFT is a fuming process. A pre-cursor powder
is heated and then allowed to degrade into a
crystallised form in a chamber containing the
object under analysis. This crystallised form is
then re-evaporated, creating fumes around
the object which then condense to develop
fingerprints on the sample.
Unlike other techniques, LFT does not require
the presence of sweat or naturally occurring
skin oils to develop a fingerprint. Its unique
chemical vapour process reveals fingerprints
that would previously have been deemed
impossible, making it of immense benefit to
investigators seeking to review both new
and cold case evidence.

Factfile
Innovation
Source:

Loughborough
University/Dstl

Licensed to:

Foster + Freeman

Applications:

Forensic evidence
collection

End Users:

Governments, Police

Benefits

» Recover fingerprints on metals exposed to
extreme temperatures such as fired
ammunition cases or vehicles that have
been set on fire.

» Develops fingerprints on metal/alloy surfaces,
including corroded surfaces such as knives
that have been thrown into water, as well as
surfaces that have been deliberately washed.

» Results can be achieved in as little as 30
minutes.
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Case study

Keeping our money
and data safe
With multinational banks as one of its biggest clients, the City of London Police is
helping to keep our money and data safe by providing free cyber protection to SMEs
and charities. The team, called Cyber Griffin, uses a unique cyber security tool
developed by the Defence Science and Technology Laboratory (Dstl) to support
them in protecting the public and organisations from cyber-crime.

The story

Originally developed by Dstl, CDCAT®
combines the strengths of multiple cyber
security controls to deliver advanced
cyber security assessments.
In licensing CDCAT® we sought to
maximise the contribution it could bring
to the product portfolio of a UK business,
as well as the impact it could have to
improve the cyber defences of
governments, businesses and critical
national infrastructure worldwide. The
successful license was APMG
International, selected due to their
reputation as a leading provider of cyber
security training accreditation,
certification, and consulting services.
Since taking on CDCAT, APMG has
advanced the underlying technology
even further, extending its capabilities
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to turn it into a commercially viable
product suitable for today’s cyber
threat landscape. The new software
combines the original innovative
technology and verifiable scientific data
to deliver a robust platform for APMG’s
world-leading cyber security services.
In 2019, APMG supplied The City of
London Police’s Cyber Griffin team
with CDCAT® with the aim to provide
free cyber security and protection to
many SMEs and small charities in the
Square Mile.
As it transpired, the first to seek Cyber
Griffin’s assistance were two multinational
organisations where CDCAT® was
deployed to help them keep their systems
safe by identifying weak spots and
suggesting mitigation strategies.

Cyber Griffin has also provided the
intended free support to SMEs and
charities who might otherwise not have
been able to access such a robust cyber
security review.
In describing the benefits of CDCAT®
Cyber Griffin representative and
Detective Constable, David Humphries
says: “CDCAT has made our service more
effective. We have always offered best
practice advice but CDCAT enables us to
tailor this to the companies needs and to
build an evidence base the company can
then take forward on their security
journey. In our experience the agility of
CDCAT’s design has made it as applicable
to SME’s as to large organisations.

CDCAT has offered a
very practical and robust
means of assessing,
advising and ultimately
assisting businesses
within our community.
DC David Humphries, City of London Police
Cyber Griffin representative

Milestones

2010
2014
2019

Defence Science and
Technology Laboratory
(Dstl) start development
work on CDCAT®
Licensed to APMG
International by
Ploughshare and Dstl
APMG supply CDCAT® to
The City of London Police
Cyber Griffin team

CDCAT plays very much to our
strengths in terms of interviewing
and being able to talk to people.
More people and businesses now
trust us when it comes to dealing
with cyber-crime.

“Our use of CDCAT has generated very positive
feedback. From our perspective, seeing
impactive security improvements being made
within organisations following our work
together has been very gratifying. We believe
that many of our greatest opportunities to
resist cyber criminality lie in working with the
community to improve our collective defences
to it. Therein CDCAT has offered a very practical
and robust means of assessing, advising and
ultimately assisting businesses within our
community.
“CDCAT plays to our strengths in terms of
its interview based and people orientated
approach. More people and businesses now
trust us when it comes to offering good advice
in a complex and challenging field
of security.”

The technology

Described by APMG as “the most powerful
operational risk assessment service ever
created”, the Cyber Defence Capability
Assessment Tool (CDCAT®) is a software tool
that measures the effectiveness of an
organisation’s cyber defences and gives users
the ability to evaluate cyber security risks and to
identify and prioritise improvements.

Benefits

» Investment in improving cyber defence can
be made in the right places - based on real,
comprehensive evidence
» Assessments can be performed on any
organization - regardless of size, systems,
risk or any other context

» Quickly assess the effectiveness of
implemented controls thanks to the ability
to perform assessments rapidly and
repeatedly, anytime
» CDCAT’s intelligence is continuously
updated to evolve with continuously
evolving cyber threats

Factfile

Innovation
Source:

Dstl

Licensed to:

APMG International

Applications:

Cyber security
assessment

End Users:

City of London Police

Inputs from commercial, military, and
intelligence sources from around the world
including NATO, ISO 27000, and leading
independent bodies are included in CDCAT®.
It combines these to generate a comprehensive
set of standards which address multiple
aspects of cyber risk management.
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Our network

Bringing people
and technology
together

We uniquely have access to innovations created
by leading scientists and engineers from
laboratories across the UK Ministry of Defence
and wider government.
The innovations we are privileged to have access to have
more than ‘blue sky’ thinking behind them. They will
typically have been developed to meet operational
defence and security requirements, benefit from having
received government backing, and have robust intellectual
property to protect them.
These are just some of the organisations we are privileged
to work with.
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Enabling commercial
benefit in the global
market place is one of
the many strengths
Ploughshare brings.
Lt Col Chris Warhurst RE, Future Capability
& Innovation Programmes, British Army
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Looking forward

A time for change
We are proud of everything we
have achieved over 15 years
under the banner of Ploughshare
Innovations.

Now, as Ploughshare, we are embarking on
a new phase of growth and innovation
underpinned by a renewed and strengthened
focus on our core purpose.

Our message is simple - by
bringing amazing people
together, we deliver
a positive impact to society.
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Deliver impact

We are going to prioritise deal flow and focus
on outcomes that maximise the positive
impact to UK plc and society as a whole. This
will be measured in both economic factors
(GVA, exports, private equity investment,
jobs created) and societal benefits, such as
lives saved and the contribution made to the
regeneration of our planet.

Valuing people, not just
technology

We will put people at the heart of our
work and celebrate those who make our
innovations real. The most incredible science
and technology will go nowhere without the
right people in place to make it successful.
Equally, the passion and drive of people can
make even the most ordinary innovation
a success.

Part of a bigger community

We shall act as the catalyst to bring
communities together to enable the success
of our ventures.

We will work across the full spectrum of
innovators, entrepreneurs, investors, SMEs,
corporates, not for profits, and public sector
organisations to unlock innovation. We will
ensure the world knows about our
innovations and allow people to reach
out to us to be part of them.

Change in our operating
model

Our plans include the design and
implementation of end to end processes and
systems to provide transparency and
measurement of the journey of innovation
from disclosure to impact. We will be
targeted not only on the delivery of impact
but also the efficiency and effectiveness of
getting there, with a focus on pace, enabled
through the use of agile delivery
methodologies.

Diversity and inclusion

Ploughshare will seek diversity across
all its work. In our team itself and also in
our ventures, with our founders and
entrepreneurs, and with the investors we
work with. We will work tirelessly to foster
a culture of true inclusivity in what we do
and how we do it.
Diversity will also extend into our deal-flow.
We aim to take greater numbers of ventures
to market by increasing the number of clients
we work with across government.
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Our vision

Bold ambitions for the future
We have grand plans. The changes
we are implementing will deliver
more value to more people.
Our ambition over the next 10 years is to
create hundreds of ventures (spin-out
companies and license deals) that will
generate Gross Value Add (GVA) for the
UK economy.
We have unique access to over 500
inventions, including:
» Quantum Computational Chemistry – a
new approach that has the potential to
revolutionise drug discovery.

» Radiation monitoring – advanced products
keeping people safe when handling
radioactive substances.
» Advanced Audio Arrays – a step change in
audio beam forming to produce much
smaller and higher quality audio products.

» Data analysis and search – providing
enhanced solutions to difficult data
problems in security and financial markets.

» Personal protection - body armour
technologies to keep people safe in hostile
environments.
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Putting people at the heart of our strategy
means that we’ll continue to grow our
innovation ecosystem and will provide
a better experience and engagement for
all our stakeholders:

Investors

We will build investor friendly ventures which
give investors access to unique innovations
that will be disruptive in their own markets
whilst also delivering a positive impact to
society.

Inventors

We are streamlining how we work with
scientists and engineers to make it easier
and more effective for them to engage
with us and to make their ideas real.

Government

We shall work in partnership with
government departments to help identify
and manage their portfolio of tangible and
intangible assets to ensure they get into the
hands of users and deliver prosperity from
their investment in science and technology.

Entrepreneurs

We are going to provide access to some of
the most ground breaking innovation and
business models to help take great ideas to
market.

Employees

We will provide a diverse and inclusive
environment, where our people genuinely
work on something different every day that
is both exciting and worthwhile..

There are some amazing
start-ups being spun out of
the MOD through Ploughshare.
I know that VC and angel
investors will be queuing up to
invest in one of the strongest
deep tech pipelines in the UK
through Ploughshare.
John Spindler, CEO of Capital Enterprise
and Co-Founder of AI Seed and LCIF.
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A new brand

Renewed purpose
and identity
We’ve also updated the key statements that
define us as well as our brand identity to better
reflect our ambition for the new Ploughshare.

The changes we’re implementing are underpinned by our drive to
deliver greater impact and to recognise and reward the people we
have the privilege to work with. The changes are so fundamental
that we now have a new vision, mission, purpose and set of values
that better align with our ambitions.
The Ploughshare brand is also changing. Our new identity takes on
a modern, impactful visual style that better reflects the kind of
organisation we are now, and will be in the future.
We look forward to working with you, to take new and exciting
technologies to market, and to deliver even greater benefits by
making innovation real.

22 Ploughshare Impact Report

Innovation made real
Vision

Our Values

The hub that makes UK government
innovations prosper.

» People are at the heart of what we do.

Mission

» We inspire our partners with our
passion for innovation.

To put government science into the
hands of users.

Purpose

To ensure UK government science delivers
real prosperity to the economy, our society,
people’s lives, and the environment.

» We are inclusive and collaborative.

» We lead by example with conviction
and confidence.

» We can be trusted to make the right
choices.

More than a rebrand, this
relaunch supports the many
changes we’ve made and
reflects our ambitious plans
for the future.
James Horne, Head of Marketing, Ploughshare
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+44 (0)1794 301052
info@ploughshare.co.uk
ploughshare.co.uk

Ploughshare is the hub that makes government innovations prosper. Established in 2005 as the
technology transfer partner for the Defence Science and Technology Laboratory (Dstl), our
purpose is to ensure UK government innovations deliver real prosperity to the economy, our
society, people’s lives, and the environment. For more than 15 years we have worked with an array
of scientists, innovators, investors, entrepreneurs, SMEs and public sector organisations to bring
about the commercialisation of many great innovations developed at world-class organisations
such as Dstl, Ministry of Defence, and the Atomic Weapons Establishment.

© 2021 Ploughshare Innovations Limited. All rights reserved. This publication is issued to provide outline information only. The company reserves any right to alter
without notice the specification, design, or conditions of supply of any product or service. Ploughshare is wholly owned by the Secretary of State for Defence.

